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Abstract—Multi-agent systems (MASs) are typically composed
of multiple smart entities with independent sensing,
communication, computing, and decision-making capabilities.
Nowadays, MASs have a wide range of applications in smart
grids, smart manufacturing, sensor networks, and intelligent
transportation systems. Control of the MASs are often
coordinated through information interaction among agents,
which is one of the most important factors affecting coordination
and cooperation performance. However, unexpected physical
faults and cyber attacks on a single agent may spread to other
agents via information interaction very quickly, and thus could
lead to severe degradation of the whole system performance and
even destruction of MASs. This paper is concerned with the
safety/security analysis and synthesis of MASs arising from
physical faults and cyber attacks, and our goal is to present a
comprehensive survey on recent results on fault estimation,
detection, diagnosis and fault-tolerant control of MASs, and cyber
attack detection and secure control of MASs subject to two
typical cyber attacks. Finally, the paper concludes with some
potential future research topics on the security issues of MASs.
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attack, fault detection, fault estimation, fault tolerant control, multi-
agent systems.
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I. INTRODUCTION

ITH rapid development of perception, communica-

tion, and computation technologies, distributed
cooperative control of multi-agent systems (MASs) has
received great attention from scholars in different disciplines
due to their wide applications in large-scale process industries,
multi-robot systems, intelligent transportation systems, sensor
networks, smart grids, and internet systems [1]-[5]. In the
field of intelligent transportation systems, as shown in Fig. 1,
the distributed control framework of networked autonomous
vehicles can provide new solutions for the safety and
efficiency of transportation systems, and help solve practical
problems such as traffic accidents, road congestion, energy
conservation, and environmental protection [6]. Compared
with traditional single-agent systems, multi-agent systems are
more scalable and upgradeable while improving task
execution efficiency and robustness due to its inherent ability
to learn and make autonomous decisions cooperatively.
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Fig. 1. The coordinated vehicles in transportation systems.

The analysis and synthesis of MASs have been extensively
studied in a variety of disciplines including computer science,
control engineering, electrical engineering, and civil
engineering. Existing survey articles present discussions on
communication mechanism of MASs [7], [8], consensus
protocol of MASs [9], and communication constraints of
MASs [10]. Survey works on MASs in the context of
computer sciences are also found in [11]-[14]. However, none
of these articles concentrate on the issue of securities of MASs
though such a kind of networked systems are fragile to
physical faults and cyber attacks [15]. It has been recently
revealed in [16] that a small fault or cyber attack on an agent
can degrade the performance and even paralyze the whole
system. What shall we do when some agents are misbehaving,
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Fig. 2.  The structure of paper.

wait, abandon, or adjust [17]? In [18], the issues of access
control and trust/reputation of MASs were addressed for the
security of MASs. In [19], fault-tolerant control methods of
MASs were surveyed, and the attention was focused on
topology reconfiguration methods. Nevertheless, there have
been a large volume of works on physical safety and cyber
security analysis and synthesis in literature recently, where the
issues of fault estimation, detection and diagnosis, fault-
tolerant control, attack detection, and secure consensus were
investigated. These studies provide some systematic
perspectives and methodologies for improving security of
MAS:S effectively.

In this paper, we provide a comprehensive overview of
recent advances in the physical safety and cyber security
issues of MASs, where the actuator and sensor faults will be
discussed in the physical safety analysis part, and the deny-of-
service (DoS) attack and Deception attack will be addressed in
the cyber security section. The paper is organized as follows.
Section II introduces salient results on the fault estimation of
MASs, along with some key analysis methods. Section III
addresses fault detection and diagnosis of MASs. Section IV
discusses fault-tolerant control of MASs. Section V is
concerned with representative cyber attacks in MASs and
corresponding attack detection schemes. Section VI presents
some recent results on secure control of MASs. Finally,
Section VII concludes the article with some potential future
research topics. The structure of this paper is depicted in Fig. 2.
The major differences between the relevant survey papers
[18], [19] and our paper are summarized as follows:

1) Reference [18] is concerned with the access control and
reputation of MASs. Instead we focus on the cyber security
and physical safety of MASs and deal with the safety and
security control problem.

2) In [19], the fault-tolerant control methods of MASs are
surveyed with its attention focused on the topology reconfigu-
ration methods. In contrary, we start with the physical threat
and conduct a review on recent results on fault estimation,
fault detection, and fault-tolerant control of MASs; Then, we
pay attention to the cyber threat issue, and analyze recent
advances on two typical attacks, DoS attack and Deception
attack.

3) A more systematic and broader overview on the safety
and security of MASs is given, aiming to provide a
comprehensive survey on this emerging and challenging
research direction.

IL.

In the past decades, there has been an increasing demand on
safety and reliability of MASs, as a single fault on the sensor
or actuator could lead to a significant performance
degradation on the whole system and even the failure of the
whole system. In [20], the performance of a group of
unmmaned autonomous vehicles (UAVs) that are subject to
different types of actuator faults was investigated, and it was
shown that a consensus can still be achieved if a fault of the
partial loss of effectiveness occurs in one actuator of an agent,
but the transient performance could be degraded dramatically.
The consensus would fail to be achieved when actuators are in
complete loss of effectiveness. A good fault estimation
scheme is capable of providing the timely and precise
information of any faults within the system being monitored.
Then the effective defense mechanism can be triggered to
eliminate the effect of the fault to the system. In this section,
we address the fault estimation problem, but only focus on the
model-based fault estimation of MASs. The readers are
referred to [21]-[23] for model-free ones. A detailed
categorization of physical threats in the study of fault
estimation of MASs is given in Table I.

FAULT ESTIMATION OF MASS

TABLE I
CATEGORIZATION OF PHYSICAL THREATS IN THE STUDY OF FAULT
ESTIMATION OF MASS

Fault types Reference

Actuator fault [24]-[33]
Sensor fault [34]

Actuator and sensor faults [35], [36]

A. Homogeneous MASs

Online fault estimation of MASs is challenging due to the
complex interactions among of MASs. Consider a
homogeneous MAS with N agents, and each agent is modeled
by the following linear system:

Xi(t) = Axi(t) + Bu;(t) + E fi(t) + Dv;(?)
vi(t) =Cxi(t), i=1,2,...,N

where x;(f) € R”, u;(tr) € R™, and y;(r) € R? are the state, input,
and output of the i-th agent, respectively. v;(r) e R? is the
unknown disturbance, and f;(f) € R” is the unknown fault, e.g.,
an actuator fault when E =B. A,B,C,D, and E are constant

(M
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matrices. In [24], the following system was introduced:

{ %i(t) = Ax;(t) + Bit(t) + Efi(t) + Dvi(t) @

Zi()=Cxi(t) ,i=2,....N

where X;(¢) = x;(f) — T;x;(¢) is a new state after a change of
coordinates with X;(r) = x;(tf) — x1, and T; is a transformation
matrix. For the above agent system (2), the following sliding
mode observer was designed [24]:

Wi(t) = AWw;(1) + Biti(1) — G1ez(1) + Gogi(t)
e;i(t) = Cw;(t) - Z;(?)

gzi(t)

@i(1) a’”CE”HeZ,-(t)H’
where a; > 0, and G| and G, were designed to ensure a stable
sliding motion on the surface S = {(ez,e3,...,en)|Ce; =0}. It
was shown that the fault can be estimated if the derivative of
the fault is known a prior. However this condition appears to
be restrictive. The similar sliding mode observer for a network
of dynamical systems can also be found in [25]. To remove
the assumption on the fault, some other methods were
proposed. In [26], in order to estimate the system fault, an
augmented system including the fault as an auxiliary state
vector was constructed as follows:

€)
if (1) 0

iy @
yi(1) = CXxi(1)

xi(t)
fi(®)
the following distributed fault estimator [26] was designed:

{ Xi(1) = A%;(t) + Bu(t) — Hni(r) — aF (1)
3i(1) = Cxi(1)

where X;(f) € R" and ¥;(f) € R? are the observer’s state and
output, respectively. n;(r) = X jen; aij(9i —yi) = (¥ —y;)) + &iX
((®i—yi) is the relative output variable with respect to its
neighbors. H is the observer gain, @ and F are adjustable
parameters. With the help of the Lyapunov stability theory
and via treating the derivative of the fault as an unknown
disturbance, some sufficient conditions in terms of linear
matrix inequalities (LMIs) were derived such that the
estimation error system was ensured to be asymptotically
stable and achieved a prescribed H,, performance level. Based
on the similar augmented system method and with the average
dwell time switching scheme, the process fault can be
distributively estimated when the topology of MASs is slowly
switching [27]. Meanwhile, the reduced-order fault estimation
observer was reported in [28] based on a similar method. For
the sensor fault estimation of a time-varying agent network, an
augmentation system was also derived in [34] and then an
unknown input observer (UIO) was designed to solve the
sensor fault estimation problem.

In [35], the unknown input observer (UIO) was designed for
linear MASs with actuator faults and sensor faults,
respectively. The designed UIO was described as follows for
the actuator fault estimation:

{ );Ci(t) = A)_C,'(l‘) + Bu,-(t) + Dd,’(l‘)

where X;(f) = [ . For the above augmented system (4),

)

£i(t) = TA(240) + Hyy(0)) + T Buy(t) — Ky (1)
A = (z:) + Hy (1))
$i) = C(z:(0) + Hyi(1))

where 1;(1) = ¥ jen, aijl5i(1) = yi(0) — () — y ()] + &l Fi(1)—
yi(®)) — @o(t) —yo(?))] is the output estimation from itself and

(6)

its neighbors. I, = . T,K, and H are the UIO gain

I
matrices to be determined by solving two matrix inequalities.

Recently, the fault estimation problem for a class of Lipschitz
nonlinear MASs was also considered in the finite-frequency
domain in [29] and [30], and the fault estimator gains which
are determined by the generalized Kalman-Yakubovich-Popov
(KYP) lemma. Although the fault can be estimated precisely
in the above studies, the major issue is that an augmentation
model including the fault as a new state must be established
first, which may lead to some computation issue especially in
the LMI-based design method. The main goal is to estimate
the fault, thus one may only need to design a reduced-order
estimator without estimating the whole state. By doing so, the
computational burden may be reduced.

Different from the above state augmentation method, an
intermediate variable 7;(f) = f;(¥) — S x;(¢) was introduced in
[31], where S is a design parameter. It is seen from this
intermediate variable that it contains the information of the
fault directly. Therefore, an estimator was designed for the
estimation of x;(¢) and 7;(¢) such that ﬁ(t) =7,(0)+ S %;(1). The
main limitation is that both the state observer and the
intermediate variable observer were designed based on the
interaction of the estimated states, which may require more
communication than the above output-based results. Other
works such as adaptive distributed fuzzy fault estimation can
also be found in [36], where the fuzzy logic method was
adopted to approximate the actuator and sensor faults in
agents.

It is worth pointing out that the local fault in the i-th agent
cannot be estimated by its neighbors in the aforementioned
results as only the local state and fault were augmented for
estimation. Recently, the distributed fault estimator design for
a class of Lipschitz nonlinear MASs was investigated in [32],
where a new augmented state vector including the local state
fault and the neighboring state fault was constructed. The
designed observer therein is capable of providing a good
estimation of faults both in local agent and its neighbors. The
common limitation is still the computational burden when the
augmentation technique is used.

B. Heterogenous MASs

It is worth pointing out that all the above studies [24]-[32],
[34]-[36] focused on homogeneous MASs. In reality, most of
multi-agent systems have different agent dynamics, see,
trucks, buses and cars in transportation systems. Therefore,
distributed fault estimation of heterogeneous MASs has
received increasing attention. For a class of linear discrete-
time heterogeneous linear MASs, a distributed /;-norm-based
optimization method was introduced to estimate the state and
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fault simultaneously in [33]. It was shown that if and only if
the number of faulty agents is smaller than the half of number
of agents and the following optimization problem:

X(k+ 1) = argmin||x — AX(k) + Bu(k)||;

s.t. y(k) = Cx(k) @)
has a solution, then the fault f(k) can be estimated. It was
further shown that if the state estimation at time k is bounded,
and the fault estimation error at time k+1 would also be
bounded, i.e., when [|X(k) — x(k)|l; < @max, the fault estimation
error is bounded as Hf(k+ )—flk+ 1)||1 <2(M—-N)/(M-2N)
XN@max, Where M and N are the number of agents and faulty
agents, respectively. n= Y Z?i”l |A©D|, n is the dimension
of the fault. By the fact that the above optimization problem is
solved in a centralized manner, which results in large
computation cost especially when the system size is large. In
order to reduce the computational burden, a distributed
framework inspired by the distributed basis pursuit (DBP)
algorithm [37] was introduced:

min% [ZZ} H”‘i —AX(h) - BK(ﬁ,»(k))Hl
(8

. yi(k) = Cigy
S.t.
vilk) =CiA; Yie{2,3,...,M}

where ; is the estimation of x(k) and K(;li(k)) =p>, jeNi(;li(k)—

A j(k)). The fault estimation can be determined by f,-(k+ 1=
ik + 1)—A/Al,'(k)—BK(/Ali(k)). However, the proposed distri-
buted algorithm is working only when the leader can collect
the local measurement and relative measurement simultan-
eously at the initial time, and there is no fault at the initial
time instant. In addition, the global system state matrix A and
B are still required to be known to all agents. Design of a fully
distributed fault estimator for heterogeneous MASs is still a
challenging task, and deserves further investigation.

III. FAULT DETECTION AND DIAGNOSIS

Compared with fault estimation, traditional fault detection
and diagnosis is less demanding as it only seeks to trigger an
alarm signal when a fault is detected in the system (and then
isolate the fault). It has been extensively adopted in many real
systems such as power systems [38], mechatronic systems
[39], chemical systems [40], etc. We now address the fault
detection and diagnosis issue of MASs, and present some
recent results in this area. A detailed categorization of
physical threats in the study of fault detection and diagnosis of
MASSs is given in Table II.

TABLE II
CATEGORIZATION OF PHYSICAL THREATS IN THE STUDY OF FAULT
DETECTION AND DIAGNOSIS OF MASS

Fault types Reference

Actuator fault [41]-[44]
Sensor fault [45]

Actuator and sensor faults [46]-[51]

A. Homogenous MASs

Distributed fault detection for a network of second-order
linear MASs was studied in [41], where a bank of unknown
input observers (UIOs) were designed to detect the fault by
regarding the fault as an unknown input. The faulty agent was
removed from the network when it was detected by comparing
the residual evaluation function with a threshold. The
approach presented in [41] was feasible only if a single
additive fault was present. Based on the analysis results in
[41], distributed fault detection of a networked dynamical
system with multiple faults was investigated in [46], where the
minimum amount of information required by an agent to
detect the faults was revealed. The distributed unknown input
observer was also designed in [42] for a class of discrete-time
high-order systems. The reduced-order unknown input
observer was also applied to the high-order MASs as in [43].
It must be pointed out that the matching condition is a direct
restriction of those observers, e.g., rank(CE) = rank(E),
where C is the output matrix, and E is the weighting matrix of
the unknown disturbance.

In [47], distributed fault detection for general high-order
linear MASs was discussed, where the relative output
information was used to construct the observer. In [44], the
interval observer was proposed for a class of discrete-time
MASs such that the lower and upper bounds of state
observation were obtained, see the following interval observer
designed for the i-th agent:

X (k+ 1) = (A= Fi WiC) xi (k) + F', Wiy(k)

—Hi, (x}, (k) = x}, (k)) + D*vp.(k) — D™vy (k)
X, (k+1) = (A= Fi, WiC) Xt (k) + Fi Wiy(k)

—Hi, (x, (k) — X} (k) + D*vyy (k) — D™ vi.(K)

Y} (k) = (WiC)* xi (k) = (WiC) ™ xi, (k)

Yy, (k) = (WiC)* xiy (k) = (W;C) ™ x} (k)
©)
where x! (k) and xi,(k) are the lower and upper estimation of
the lumped state x(k), respectively; Yi(k) and Y;j(k) are the
lower and upper estimation of Y;(k), respectively, with
Yi(k) = Wiy(k), vp(k) and vy(k) are the lower and upper
bounds on the unknown disturbance v(k), respectively; and
Fi, Fi, H:, and H. are the observer gains that were
determined by some dilated LMlIs. (W;C)* = max {0, W;C},
(W;C)™ = (W;C)* — W;C. The lower and upper residual signals
were also constructed. Then a mixed /; and H., performance
index was proposed to compute the observer gains, which can
maximize the robustness of the lower and upper residuals
against disturbances and increase the sensitivity of the lower
and upper residuals to faults simultaneously. The proposed
design scheme directly compared the residual signal with the
fault signal, which may simplify the detection process.
In [48], the fault detection problem for discrete-time linear
MASs with sensor and actuator faults was considered. In order
to cooperatively perform the fault detection task, a
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cooperative detecting network was proposed as follows:

x!(k+1) = Ax!(k) + Byu;(k) + Bod] (k) + B3 fi(k) (10)

y! (k) = Cx!(k) + D1d] (k) + D5 fi(k)
where x!(k),y/(k) are the reference state and output of the i-th
agent obtained by agent j, respectively, and d{ (k) = d;(k)+
dj(k). Then, a set of distributed Luenberger observers were
designed. With the consideration of designing a fault detection
observer that is sensitive to faults while robust to disturbances,
the mixed H./H, optimization method was presented to
obtain the optimal detector. Note that the unknown faults may
be detected successfully in the above-mentioned work, but
those faults cannot be located as they do not have such a
mechanism. It is also worth pointing out that most of the
above-mentioned results only focused on fault detection of
MASs without consideration of consensus protocol design.

Very recently, the fault detection and consensus control

protocol design problem was addressed simultaneously for a
network of linear MASs in [49], and the fault detection filter
and controller were given by

);éi(t) =AXi(t) + Biuij(t) + Fri(t)

ui(t) = Kx;(t) (11)

ri(t) = ni(0) — (1)
where r;i(¢) is the residual signal constructed for the fault
detection purpose, K is the controller, and F is the filter gains

to be determined. n;(1) = X jen;, (y,- —yj) and 7;(t) = ¥ jen, C(%i—

%;). Equation (11) is a common observer to detect the fault in
control systems. With the help of neighboring measurement, it
is able to detect the fault in MASs. In order to attenuate the
disturbance effects on the residuals and the system outputs,
and guarantee the sensitivity of the residuals to the faults, the
mixed H, and H_ indices were introduced. With the multi-
objective optimization technique, all agents can reach a state
consensus and meanwhile collaboratively detect the
occurrence of any additive fault. However, since the weights
of different performance indices were selected by trial and
error, it is hard to determine their appropriate values.
Therefore, some better approaches should be developed.
Further investigation on simultaneous fault detection and
consensus control of MASs in the finite-time frequency
domain case was reported in [50], where the impact of
disturbances on the residual signals was attenuated by using
the finite frequency Ho, performance index.

B. Heterogeneous MASs

In [51], the fault detection problem for a class of general
high-order linear MASs was investigated. Due to the
heterogeneity of agent dynamics, it is impossible to adopt the
above observer design methods. For the purpose of fault
detection, the following virtual model for the i-th agent was
introduced:

ini(t) = Aixni() + Briuni(t) + Boidni(t) + B3 fui(t)
(12)
zi(t) = Cixni(1) + Diidpi(1) + Do fi(t)

— 1T T T 1T _ T ;T T T
where xNi_[xi’xil’.“’xi|N»|] , dyi=Id; ,di ""’d"IN‘I] ,
13 1

T T T T T T T T
uni = [u; ,ui "”’u"\N'I] s Ini =1 fi ’m’f"lN-l] s Zij = Vi~
1 1
Yj, Zi = [yiT’ZiT,il ""’ZZI'|N-|]T' Based on the virtual system (12),
1

the following observer was proposed:
%i(t) = Aci&i(t) + Be,zi(t)
zi(t) = Ci&i(1)
ri(t) = H; (zi(1) - Zi(1))

(13)

¢ 0 - 0
¢ o-¢c, 0
where C,‘ = N and Acl‘, BCi; and H,‘
¢, 0 :
G 0 ~Ciy

are the observer gains to be determined. An optimization
problem was presented to design the optimal fault detection
observer such that the impact of disturbance and control input
on the residual is minimized, the impact of the fault on the
residual is maximized and the sensitivity of the residual to the
fault is maximized simultaneously. For the fault detection of
heterogeneous MASs, a virtual system model is usually
designed as the standard observer like (11) fails to work due
to heterogeneous dynamics of MASs. In [45], the distributed
sensor fault diagnosis was discussed for a network of
heterogeneous MASs, where a two-level diagnosis method
was proposed. In the first level, an observer was designed to
generate the residual signal and then an adaptive threshold
was introduced to help detect the occurrence of sensor fault.
In the second level, a decision logic based sensor fault
isolation technique was presented. The fault detection of
heterogeneous MASs is a challenging task, and the common
method is to establish a virtual model with all the information
of its neighbors, but it would lead to computation issue when
the agent number becomes large.

Note that most of the above works only address the fault
diagnosis including fault estimation, detection, and isolation
of physical faults in MASs, the design of control protocols is
yet to be further investigated. In the following section, the
issue of fault-tolerant control is discussed.

IV. FAULT-TOLERANT CONTROL

The main role of fault-tolerant control is to trigger an
adjustment control mechanism to deal with the faults when
they are detected. Sometimes, the fault-tolerant controller is
designed on the basis of the precise fault estimation
information. Recent studies on this topic are summarized in
this section. A detailed categorization of physical threats
in the study of fault-tolerant control of MASs is given in
Table III.

TABLE IIT
CATEGORIZATION OF PHYSICAL THREATS IN THE STUDY OF FAULT-
TOLERANT CONTROL OF MASS

Fault types Reference

Actuator fault [52]-[66]
Sensor fault [67]
Actuator and sensor faults [68]
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A. Homogeneous MASs

In [52], an adaptive fault-tolerant controller synthesis
problem for linear and Lipschitz nonlinear MASs was studied.
A fault-tolerant control protocol was designed based on real-
time fault estimation and feedback gain update. For the agent
modeled as x; =Ax;+B,,—pi)u;, i=1,...,N, where p; is
the failure matrix of the actuator, and the controller was
designed as follows:

u; =Zain(ﬁi)(Xi—Xj)

JEN;
+cg[z —a;;B" P! (x,-—x,)] (14)
JEN;
(I+1/0aD 4, Nl +0 .
where g(1) = 0 Il =0 The controller gains

depending on the real-time estimate of p; are separated into
three parts: K(p;) = Ko+ K,(0;) + Kp(0;), where Kj is the
normal gain, and K,(;) and Kj(p;) are two additional gains
that were introduced to compensate for the effect of fault, and
have the form K,(p;) = 3} Kanpin and Kp(0;) = 2 KpnPin,
respectively. The fault estimation in the A-th actuator of the i-
th agent was designed based on the following projection
operator:
Pin = POTJ[mlin{zh}, max(7, /] {Tin}

i

0, Din = mlin{gh} and Ty <0
= or Py, = mlax{fh} and Ty, >0 (15)
Tin,  otherwise
where
T
Tip == 6 Z ajj (Xi - xj)]
JEN;

x [P‘lBth (bi) + P‘lBhKah]

Za,'j(x,‘—xj')}.
JEN;

By estimating the actuator fault on-line, the controller gain
matrices K(p;) are updated adaptively to compensate for the
failure effect on the consensus performance of MASs.

n [53], the adaptive fault-tolerant control problem for a
class of non-Lipschitz nonlinear MASs was addressed, where
the actuator fault was assumed to be multiplicative, i.e.,
uf (t) = 6;u;(t), with 6; being the failure factor of the actuator.
The control protocol consists of two parts: u; = ug; + g,
where wug; is the normal control input and u, is the
compensation term, which is related to the estimation of the
fault factor. Finally, a robust adaptive control scheme [54]
was adopted to on-line update the fault factor estimation 6; as
in [53]. Note that most of the existing methods require the
continuous communication among agents, which may lead to
communication congestions. In fact, if the state of an agent
does not change much, it may not be necessary to keep
continuous transmission of information between neighbors.

n [54], adaptive event-triggered fault-tolerant control for

linear MASs with multiplicative faults was investigated,
where the fault model was the same as that in [52]. Different
from the work in [69], the controller gain K in [54] is
independent of the fault and it was designed to be K = BT P,
where P is the solution of the standard algebraic Riccati
equation (ARE): A”P+PA-PBB'P+(Q=0. The main
contribution is to introduce a new event-triggered mechanism
with mixed state-dependent and time-dependent threshold to
reduce the communication load, shown as follows:

i =inf{t> 1} : gi(eq(0.£:(2}) > 0] (16)
where g; (ef,,(t),f,'(tf()) is a triggering function defined as
8i(e(1),&1(1))) = 6iel (\PBBT Peg (1) — arexpl—r(t - 10)] - Bt (th)e] (1)
PBBT P& (1h), and eg,(1) = &(1h) — &i(0), &(1) = X jen, aij(Xi — X))
0; is an adjustable scalar, @ €(0,1) and 0<r<|A|. An
adaptive algorithm was also proposed to estimate the
unknown fault factor 6; that is involved in the event triggering
function. Based on such an event-triggering mechanism, the
communication burden can be alleviated. However, a major
challenge lies in the determination of an optimal event-
triggering mechanism, which is yet to be reported in literature.

Note that besides the multiplicative faults studied in the
aforementioned works, the bias fault issue was also
considered in literature. For example, the actuator’s bias fault
model was considered as u{ =u;+s(t—To)pi(t,y;) in [55],
where s(t — T) is the time profile of the fault and ¢;(z,y;) is an
bounded time-varying function characterizing the unknown
fault. To compensate for the bias fault in the actuator, an
additional control input ug = —,E)Utanh(BTF (yj—Oi)/Sz) was
introduced, where pj; is the estimation of the uncertainty
induced by the bias fault signal, &, > 0 is a scalar, and o; is the
average output consensus value.

Recently in [56], the distributed intermediate estimator
proposed in [34] (see Section II) was adopted to design the
fault-tolerant control protocol, where the general process fault,
and sensor fault can be handled in a unified framework. The
designed controller was dependent on the estimation of the
state, fault and intermediate variable, and computation
complexity can be reduced as it does not need the adaptive
mechanism.

Some other topics such as output regulation, time-varying
formation and containment were also studied in literature for
the fault-tolerant control of MASs with various faults, see
[571-[59], [67] for more details. Different agent systems such
as nonlinear affine dynamics [60], fuzzy dynamics [61], and
descriptor dynamics [62] were also addressed. Other topics
such as complex-weighted topology was also investigated in
[63], but the main results can only be applied to double-
integrator dynamics.

B. Heterogeneous MASs

In addition to those works on homogenecous MASs, fault-
tolerant control of heterogeneous MASs also attracted
tremendous attention recently. For example, robust adaptive
fault-tolerant control for MASs with uncertain heterogeneous
dynamics and actuator faults was studied in [64], where the
agent dynamics was modeled by a nonlinear double-integrator
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system. The control input was described by u,; = pju; +7y;(1),
where p; is a faulty factor with 0 <p; <1, and vy;(?) is the
uncertainty injected into the control input. Due to the fact that
when a fault of partial loss of effectiveness occurs, the system
became time-varying. Furthermore, the controller gain is
unknown due to the existence of uncertain system dynamics.
An adaptive fault-tolerant controller consisting of a normal
controller and a compensation controller was proposed. The
compensation controller was given as ug; = é,-goizs,- [(pilsil+6)—
&;si/(|si|+08), where ¢; 1is determined by an adaptive
mechanism, which together with & are two estimates of
virtual parameters of ¢; and &;, respectively. s; is the filtered
consensus error signal, and ¢ > 0 is a constant.

The distributed adaptive fault-tolerant control for a class of
uncertain MASs with process and actuator faults was
investigated in [65], where each agent was modeled by
Xi = ¢i(x) +ui +1i(x, 1) + (¢ — Ty )Oju; + ai(t = Tip) fi(x;), with
nonlinear smooth vectors ¢;(x;),n:(x;,7), and g;(x;), and
a;(t—T;i)fi(x;) denotes the dynamic changes induced by the
fault. First of all, a neural network was introduced to estimate
the unknown process fault function «;f;, then it was fed into
the control algorithm to compensate for the effect of the
process fault. For the actuator fault factor 6;, a projection
operation method was proposed to adaptively update the
estimate of 6; in the control algorithm.

In [66], the distributed adaptive fault-tolerant control
problem for heterogeneous MASs with actuator faults was
investigated, where a distributed finite-time observer was first
proposed to estimate the state of exosystem and then a fault-
tolerant controller was designed to compensate for the
influence of the matched system uncertainties and unknown
actuator faults. In addition, the fault that affects the
connection topology was also considered as in [70]. It was
shown that the target point can also be achieved if the active
agents are not influenced by the faulty agents. In [65], the link
failure, sensor and actuator failure were simultaneously
considered for formation control of discrete-time
heterogeneous MASs, where a robust fault estimator was
designed to compensate for the effects of the sensor and
actuator faults without any adaptive mechanism, which may
lead to some reduced computational burden.

According to those papers on fault tolerant control of
MASSs, a common strategy is to estimate the unknown fault
and reconfigure the controller to compensate for the effect of
unknown fault, and the adaptive control method seems to be
dominant in this area. Another observation is that some
studies focus on the event-triggering communication
mechanism design together with the fault tolerant control
design as in [54]. More effort is needed on optimal event-
triggering function design that can not only reduce the
communication load but also improve the control
performance.

V. CYBER ATTACK DETECTION OF MASS

We have made a comprehensive survey on physical fault
estimation, detection, isolation, and fault-tolerant control of
MAS:s in the previous sections. All those results deal with the
physical threats in MASs. With recent development of

information technology, the communication networks of
MASs are exposed to the general public, with a great risk of
being attacked by adversaries. In this article, we only focus on
two typical attacks: the deny-of-service (DoS) attack and the
Deception attack. A DoS attacker can exhaust the network or
system resources of the target agent, causing the service of
MASs to be temporarily interrupted, stopped, or crashed. On
the other hand, wrong decision may be made when some false
data are injected into sensors or actuators. In this case, the
man-made fault could occur. The attack detection for
networked systems has received increasing attention in past
few years as in [71]-[73]. In this section, we focus our
attention on the attack detection problem of MASs. A detailed
categorization of cyber threats in the study of cyber attack
detection of MASs is given in Table IV.

TABLE IV
CATEGORIZATION OF CYBER THREATS IN THE STUDY OF CYBER
ATTACK DETECTION OF MASS

Attack types Reference
DoS attack [73]
Deception attack [711-[76]
Reply attack [77]

A. Homogeneous MASs

In [78], the DoS attack detection problem was considered
for a network of vehicle systems, and an augmented system
including the vehicle state (position, velocity) and controller
state was proposed as follows:

di(t) = vi1 () = vi(D)

vi(t) = a;(t)
ait) = ’%d,-(t) - (k,, + ]%)v,-(t) - (k,, + %)a,-(t) a7
k, | ,
+7Vi—1(t) + 7 (ai(t)—ai-1(H)1)

where d;(¢) is the relative distance between vehicles, v;(¢) is
the velocity of the i-th vehicle, and a;(¢) is the acceleration
signal of the i-th vehicle. 7 is the unknown delay introduced to
describe the duration time that the communication network
was occupied by an illegal user. In order to estimate 7, the
following sliding mode observer was designed:

Vi) = Hysgn(vi(t) — vi(1))
K3 kp kd ~ 1
ai(t) = Tdi(t) - (kp + T)Vi(t) - (kp + Y)f(t)

(18)

kp 1 , -
+7Vi—1(l) +7 (ai(®) = a;-1()T)

+H3 (f(1) —ai(1))

. H
(1) = —7%:,-_10) (f(t)—ai(t)

where ¥;(¢) is the estimation of the relative velocity, and a;(r)
is the estimation of the acceleration. f(f) is the filtered signal
of Hisgn(vi(t)—¥;(t)). 7(¢) is the estimation of time delay 7
induced by the DoS attack. H,(s = 1,2,3) are observer gains
that are selected to satisfy Hp,H3 >0, and Hj > |a;(f)| > 0.
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However, the local observer was designed in a decentralized
way, and thus has no interaction with its neighbors. This may
lead to a poor estimation performance.

The Deception attack detection problem for a linear
consensus network consisting of first-order agent dynamics
was studied in [74], where an unknown input signal was
injected into the system:

x(k+ 1) = Ax(k) + d(k) (19)

where A is the consensus matrix and the (i, j) entry of A is
nonzero if the i-th agent and the j-th agent are neighbors. d(k)
is the unknown signal injected into the system, of which u; is
nonzero if the i-th agent is attacked, and u; = 0, otherwise. It
was shown that the network connectivity should be at least
2k+1 if there are k malicious agents. Furthermore, the
misbehaving agents K; € K can be detected from the j-th
agent if and only if the consensus system
(A,[ Bk, Bk, 1,Cj) has no zero dynamics from every
K> € K, where Bk, = le;, e;, ---], s=1,2 with e; being the i-
th vector of the canonical basis. C; denotes the output matrix
of the j-th agent. The major drawback is that the global model
information is required to perform monitoring and detection.

Some other attack detection problems such as the Replay
attack can also be found in [77], which will not be discussed
in detail as it is beyond the scope of this paper.

B. Heterogeneous MASs

The distributed attack detection problem for a class of
heterogeneous MASs was studied in [79], where the agent
dynamics were modeled as follows:

xilk+ 1) = Agxik) + > Aijaejk) + Bauy(k)
jeN;
+M,;d;(k) +]G,-vl-(k) +a@;(k)
¥ik) = (k) + pick)

where d;(k) is a known exogenous signal, u; is the primary
control, v; is the secondary control, w;(k) and p;(k) are
unknown disturbances. The measurement data received by the
i-th agent was assumed to be affected by the false data
injection attack. The following distributed attack detector was
proposed:

Xi(k+1) = A;%;(k) + Z A;;y (k) + Bjui(k)
JEN;
+M;di(k) + Gvi(k) + Li [yi(k) = 5i(k)|
Ji(k) = (k)
where y;(k) =y;k)+6;(t— Ta))9 (1) is contaminated by
adversaries, which is similar to the model description of the
fault in [54]. The detector gain L; was simply selected such
that A;; — L; is Schur stable. The threshold-based distributed
fault detection scheme proposed in [75] was adopted to deal
with the attacks on communication channel. It was shown that

(20)

21

71
k=0

the attack is detectable if the condition that I3t > T, :
(AL, A0 (R)| > 271(7) is satisified, where #; (k) is the
attack signal, Az, = A;; — L; is Schur stable, and ¥;;(r) is the
threshold. However, it is worth mentioning that the attack
may not be detected when the attack function satisfies

)T—l—k
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Gi(H)=10r;@®) Qj(t)]T, where () and 6;(¢) are any arbitrary
functions. Later in [76], some improvement on the detector
design was made to remove the limitation in [73], where a
distributed UIO-based observer was designed to estimate the
state and detect the attack. The main results were verified on
the secondary control of direct current (DC) microgrids. The
limitation is that some additional requirement must be met;
see the discussions in the UIO-based fault detection in Section I11.
It is worth noting that the Deception attack was usually
modeled as an additive fault in physical systems, see, e.g.,
[79]. In this case, the fault estimation, detection and diagnosis
results presented in Section II and Section III can be applied.
But in reality, the adversary may launch Stealthy attack that
may not be detected so easily. Thus, the Deception attack
cannot be simply modeled as the fault, instead sophisticated
detectors may need to be designed to deal with those attacks.

VI. SECURE CONSENSUS OF MASS

The secure consensus control problem of MASs has been
investigated in parallel with the attack detection problem in
previous years. The salient results are collected and presented
in this section. A detailed categorization of cyber threats in the
study of secure consensus of MASs is given in Table V.

TABLE V
A CONCRETE CATEGORIZATION OF CYBER THREATS IN THE STUDY
OF SECURE CONSENSUS OF MASS

Attack types Reference
DosS attack [801-[93]
Deception attack [94]-[102]

A. Homogeneous MASs

The synchronization control problem for a network of
dynamical systems with recoverable attacks was considered in
[80], where the adversary can break the communication
topology completely and the network can recover from this
attack after a period of time when the attack disappears. A
switched system modeling method consisting of W+1
subsystems (one normal system plus W abnormal systems)
was introduced to capture the topology switching behavior of
MASSs during the recoverable attacks. The energy function in
the normal time interval [to,t2+1), k=0,1,... is shown to be
decreasing as the synchronization can be guaranteed in the
absence of the attacks. On the other hand, the energy function
in the abnormal time interval [fak4+1,f2¢+1)) could be
increasing as the synchronization error may increase when the
adversary attacks the communication topology successfully.
Based on the average dwell time switching scheme, it was
shown that synchronization can still be guaranteed if the
attack frequency and duration are bounded. A similar analysis
result can also be found in [81], where the exception is that
the Itd stochastic linear dynamics were studied. Recently, the
distributed consensus of linear MASs with a general DoS
attack was addressed in [82], where only a portion of channels
were jammed and the switched system modeling method was
also adopted. The number of overall switched systems may
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become very large and the computational complexity for
analyzing the decay rates of the closed-loop system under
different attack cases is difficult. An effective computation
reduction scheme was proposed by using a uniform decay rate
to replace the time-varying decay rate parameter such that a
more computationally efficient controller design condition
was obtained. A different framework of the Stackelberg game
and the predictive control scheme was proposed in [83], and
the designed predictive control scheme was able to
compensate for network-induced delays and the attack-
induced packet dropouts effectively by utilizing more
predicted data.

Later in [84], sampled-data consensus of Lipschitz nonlinear
MASs with DoS attack was investigated, where the adversary
only jammed a few channels to break the connectivity such
that there does not exist a directed spanning tree. A
preliminary condition for the choice of the sampling interval
was given as h < a/ (@ +vi +v2), where a is any given scalar,
o =cl|Zo|[lliv-1 ® All+c||Lo|| + || o[, vi = || Zo|| -1 @I+
PAmax(Po)/ Amin(Po), and vy = c2“l_4)| . ¢ is the coupling
strength, Ly is the modified Laplacian matrix, and [ is the
nonlinear bounding factor. It is noted that the sampling
process is time-triggered in [84], which may waste much
communication resource. The distributed event-triggered
consensus of MASs with periodic DoS attack was discussed in
[85], where an indicator was introduced to model the activity
of the attack, i.e.,

1, OFF, t € [nT,nT + T(’)’
a(t) =

£
0,ON, re[nT+T!,, (n+1)T)

where T and T,z are the attack cycle and the length of the
n-th sleep interval, respectively. By describing the MASs
subject to DoS attack as a switched system as usual, and using
the input time delay approach to transform the sampled-data
to a time-delay term, a time-delay switched system was
introduced to model the MASs with event-triggered
communication mechanism and periodic DoS attack. A co-
design algorithm was presented to determine the optimal
event-triggered mechanism and controller gains simultan-
eously. However, the attack is only allowed to be periodic and
the attack cycle T and the length of n-th sleep interval T if
are required to be known a prior. Very recently, distributed
event-triggered secure consensus of MASs with a general DoS
attack was studied in [86], where an input-based event-
triggering mechanism was introduced to avoid the continuous
monitoring for each agent. A link-based state estimator was
first proposed to estimate the relative control input, which was
transmitted under a certain event. It was proved that the
consensus can be guaranteed if the attack frequency is upper
bounded. Some more recent works on the secure event-based
consensus of MASs with DoS attacks can also be found in
[87] and [88], where co-design of the event-triggered
communication mechanism and secure control protocol were
addressed therein. However the attack in [87] is supposed to
be periodic, which may be restrictive in reality. The aperiodic
attack is studied, but the threshold of event-triggering
mechanism is constant, and it may not be adequate to deal

(22)

with more sophisticated attacks. Therefore, the design of
effective communication mechanism to deal with the DoS
attack has become a new research topic. In [89], a new
stochastic communication protocol was proposed, where each
agent attempts to communicate with its neighbors at any
random time instant. Thus, these time instants will be
unknown to the adversary. In this case, the adversary will not
be able to jam the communication channels by turning on the
jamming attack very timely at those instants. Then, a finite-
time control approach was developed. Nevertheless, the main
results were obtained for single integrator agent dynamics.

Some other researchers studied the DoS effect on MASs
from the Markovian jumping system point of view. For
example, the secure consensus of linear MASs with random
attack was studied in [90], where the attack was driven by a
Markov process. A state feedback secure consensus protocol
consisting of two controllers was proposed for different time
intervals, where one controller was designed for the MAS
subject to attacks and the other one was designed for the
normal MAS without attacks, i.e.,

Za?j(xj—x,-)—kb?(xo—xi)

L/EN;

aK

t € [tok, t2ks1)

A A
Z al.j(t) (xj - xi> + bi ® (x0 —x7)
L/EN;

(23)
BH

t € [tk+1, 2(k+1))

where A(f) is a switching signal obeying the Markov transition
process. @ and S are the coupling strengths for the MASs
without attack and with attack, respectively. K and H are the
two controller gains that were determined based on the
solution of an algebraic Riccati equation and an algebraic
Riccati inequality, respectively, ie., K=RI'B'P and
H=T""B"S with

SA+ATS —SBT 'BS —6S <0

where ¢ > 0 is any given scalar, and P,R,S, and T are positive
definite matrices.

The similar analysis method was later extended to the
observer-based control protocol in [91]. However, the attack
distribution information must be known a prior for consensus
protocol design, which may not be an easy task due to the fact
that the adversaries would try to hide their attack strategies.
On the other hand, the adversaries may inject some false data
into the packet to mislead the agent as the price of launching
the DoS attack may be very high. Now, we pay our attention
to the case of Deception attack. The recent advances are
summarized in the following.

The secure consensus of MASs with Deception attack was
investigated in [94], where the received data by the i-th agent was
modeled as §:(k) = jen, @iyij(k)+Bi(k)(6:(k) — X jen; aijyij(k)),
where y;;(k) is the relative output measurement, §;(k) € {0,1}
is a binary stochastic variable indicating whether the attack
occurs or not, and ||6;(k)||> <6; is the data injected by the

{ PA+ATP—-PB'BTP+(Q=0



328 IEEE/CAA JOURNAL OF AUTOMATICA SINICA, VOL. 8, NO. 2, FEBRUARY 2021

adversary. Due to the fact that the data was not eliminated in
the consensus protocol, the consensus error can only be
guaranteed to be bounded rather than decaying to zero. The
similar modeling method was also adopted in [95], where the
distributed impulsive control protocol was designed. Different
from these two works, the Deception attack signal was
modeled as a locally state-dependent nonlinear function
gi(xi(t)) in [96], and it was assumed to satisfy the Lipschitz
condition ||g;(a) — gi(D)|| < 6’1.2 |la — b]|. Thus the consensus error
system was shown to be mean-square asymptotically stable
provided that some matrix inequalities are satisfied.

Note that most of the above works did not eliminate the
effects of Deception attacks, which can only lead to the
bounded consensus error. Very recently, an adaptive filter was
proposed to compensate for the Deception attack effect in
[97], and the filter was given by

i) = Eyi(t) + &i(0)
8i(1) = =8i()) + g (1) +va,i(D)
where ¢;(f) and g;(¢r) are the states of the observer and filter,

respectively. gZ (1) is the relative observation, and v, ;(7) =
2. jeN; @ijva,ij(t) is the compensation term, which was designed

as follows:
F 218, (1)

a,ij
lFiT A,-(t)” Su,ij(t) + (1)

where  8,j(t) = —A0j(64,:;(t) + A|FT 80|, o is a
bounded signal. 3a,i_7(t) is the estimate of the Deception attack
signal. Based on the above elimination mechanism, the
consensus error can decay to zero asymptotically.

In [98], the content modification attack (a form of
Deception attack) was investigated for consensus of MASs

Va,ij(t) = —|

with double-integrator dynamics, where the received
information by the j-th agent was described by
T
Di = pi+ Dij, Pij = Kﬁ-[(oap)T, (OaP)T]
' (24)

Pi=Dpi+pij Pij = Kivj[(OaP)T, (OaP)T]T

where p; is the position of the i-th agent, and Kipj and Kl‘] are
the two positive attack gains. O, = diag{A1,} is the attack
operator, where A is the adjacency matrix of the compromised
agents. It was shown that the attack can be detected if
pi(t) # pi(¢) is satisfied by the fact that the received velocities
and positions would not be coherent when agents are attacked.
Once the attack is detected, the agent would transmit (p;,0)
instead of (p;, p;), and the following observer-based controller
would be triggered:

up=— Z (Pi —Pj) - pz;

JEN;

Zi=—TZ+ Z (pi—pj)

JEN;

(25)

where p and 7 are positive scalars. Based on the above
mitigation method, the consensus of MASs with double-
integrator dynamics can be achieved.

In [99], the resilient consensus problem was considered for

a class of general linear MASs with Deception attack, where
the attack signal w;(f) was injected to affect the local state
dynamics. It was revealed that the intact agents (those agents
which are not subject to attacks) affected by the i-th agent can
not follow the leader when the attack on the i-th agent is
generated by w;(t) = Tw;(t), where the eigenvalues of 7' are
the subset of the eigenvalues of the state matrix A. In order to
prevent the agent from the attack, a trust-confidence-based
consensus protocol was proposed from the H., control point
of view. Then, the nonhomogeneous game algebraic Riccati
equations were derived to solve the H., optimal consensus
problem. The off-policy reinforcement learning method was
also introduced when the agent dynamics are not completely
known a prior.

In [100], the Kullback-Liebler (KL) divergence based
criterion was proposed to detect the misbehaving agents,
where the attacks on the actuator and sensor of the i-th agent
were respectively modeled as uf = u; + ﬁiu? and x{ = x; + aix? ,
where u? and xfl are the disrupted signal injected into the
actuator and sensor, respectively. By defining the following
two error sequences A; and 7; based on the local information
exchange for the i-th agent:

A= Za,j(xj xi+w,/>
jEN;
JEN; (26)
— .. C _ € L.
T[—Z a,/(xj xi+w,j)

JEN;

where @;; denotes the Gaussian-type communication noise.
The attack can be detected easily by the KL-divergence
method because 7; would go to zero for intact agents despite
the attack. However, 4; would not converge to zero in the
presence of an attack; instead its statistical distribution
depends on the statistical information of the communication
noise and the attack signal. If the attack is detected in one
agent, it would reduce its trustworthiness level about its own
data and informs its neighbors about the confidence of its
communicated information. The agent only accepts
information from its neighbors with high level of confidence.
Based on the above mitigation mechanism and adopting trust
and self-belief values, the consensus error can be guaranteed
to converge to zero asymptotically.

In [101], an adaptive control strategy was introduced for the
resilient (secure) consensus of discrete-time linear MASs with
actuator and sensor attacks, where the attack models were the
same as the ones in [100]. The designed controller was desc-
ribed as u;i(k) = u1;(k) + uzi(k), where uy;(k)=cK(1+h) 'x
2. jeN; Gij (xj(k)—x,-(k)) is the normal control input. ¢ is the
coupling strength, 4; is the entry of in-degree matrix of the
network. The controller gain K = R-!BT PA, where R is a
positive definite matrix to be designed, and P is a solution of
ATPA-A—-ATPB(R+BYPB)"'BT'PA = Q. uyi(k) = cK&;(k)—
di(k) is the compensation term, with d;(k+1) = 6cK (&;(k)—
&i(Kk)) +0d;(k), where &(k) = (1+h)™" 3 jew, aij (x500) — X6 (),
gi(k)y=(1+h)™! 2 jeN; Gij (fcj(k) - )%i(k)>with)%i(k +1) = Ax;(k)+
cBK(1+h) ™" 3 jey, aij (%;(k) - %:()). x¢(k) is the contami-
nated data, where x{(k) = x;(k) + a;x{(k), with @; €{0,1} and
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unknown x¢(k). 6> 0 is a designed parameter. It was proved
that the consensus error bound can be made arbitrarily small
by appropriate selection of 6 with a cost of high-gain input.
Most of the existing studies focus on the linear agent systems.
Recently in [102], the secure bipartite consensus control
problem of a class of nonlinear MASs with sensor attacks was
addressed, where a neural network was adopted to
approximate the unknown nonlinear functions, and a secure
measurement preselector was designed to filter out the
attacked sensor signals. Nevertheless, the nonlinear functions
need to satisfy the bounded condition.

B. Heterogeneous MASs

The secure output consensus of heterogeneous MASs with
aperiodic sampling and DoS attack was studied in our earlier
work [92], where the input-hold mechanism was adopted
when DoS attack occurs. In our work [102], both of the
communication channels of agent-satellite and agent-agent
were broken when attack occurs. By introducing a piece-wise
signal to describe the nonuniform sampling phenomenon, a
stochastic variable to characterize the occurrence of the attack
and the time-delay term to model the attack duration, a
stochastic switched-time delay system was derived that is
capable of modeling the MASs subject to nonuniform
sampling and random DoS attack. With the help of Lyapunov
stability theory, some sufficient conditions were proposed
such that the output consensus error system was guaranteed to
be exponentially stable in the mean-square sense and achieved
a prescribed Hs performance level. Some matrix manipu-
lation techniques were also introduced to derive the controller
gain matrices. Note that the secure control protocol design
was based on the precise attack probability, which is a
limitation in reality. Recently, a new switched system
approach was proposed for the secure consensus of
heterogeneous MASs with DoS attack in [93], where a piece-
wise switching signal indicating different attack duration was
proposed to characterize the attack strategy variation, i.e., the
local position signal can be modeled as

yi(k), d(k)=0

yitk=1), d(k)=1

yi(k) = 27)

yik=N), dk)=N

where d(k) € {0,1,2,...,N} is a switching signal indicating the
different attack durations. The similar modeling method was
also adopted for the communication interaction of agent i and
its neighbors. In this case, the attack probability is not
involved in the system modeling and analysis. A major
limitation is that the adversary could jam all the
communication channels, while in reality the adversary may
only have the ability to jam a few channels as the system size
is usually large.

Recently, the Markovian jumping system approach was
proposed to model the partially unknown and uncertain attack
in secure consensus of heterogenous MASs in [103], where
the agents are communicating with each other periodically
when there is no attack. A nonuniform sampled-data system
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was introduced when the attack occurs, the attack duration and
probability are transformed into the number of sampling
periods and transition probability of Markovian jumping
system, respectively by assuming that the attack strategy
follows a Markov chain as in [90].

As for the Deception attacks, the research on secure
consensus of heterogenecous MASs is yet to be reported.
Compared with the results on secure consensus of
homogeneous systems, the regulator equation [104] is usually
necessary to derive the consensus protocols, see, e.g., [92],
[93], [103].

VIL

We have presented an overview of recent advances on the
physical safety and cyber security issues of MASs in this
paper. In particular, we have presented the results on physical
fault estimation, detection and diagnosis, fault-tolerant
control, cyber attack detection, and secure control under two
typical kinds of attacks: the DoS attack and the Deception
attack. Although many significant results have been reported
on the security issue of MASs from various perspectives, the
increasing complex security situation and higher security
demand have brought many new challenges to the protection
of MASs. Some potential research directions are recomm-
ended as follows.

CONCLUSIONS AND FUTURE WORK

A. Consensus With Sophisticated Attacks

In most of existing works, usually only one attack
phenomenon is studied, i.e., the DoS attack and the Deception
attack were usually investigated separately. A sole attack
behavior may be easier to be detected and eliminated by a
well designed detection system. In order to avoid being
detected, the adversary would try to launch more sophisticated
attacks such as a combination of the DoS attacks, Deception
attacks, Replay attacks [105], Stealth attack [106] etc. In this
scenario, how can we design the secure consensus protocol?
The main challenge is that it is usually hard to precisely
capture the dynamic behavior of adversaries precisely.
Furthermore, with the rapid development of artificial
intelligence, some well designed attacks may have the
learning ability to evolve and mutate to avoid being detected
[107]. Modeling of such a sophisticated attack is a difficult
task [108]. This may be one of the potential reasons that very
few works on secure consensus of heterogencous MASs with
Deception attack have been reported, not to mention a more
sophisticated attack. A possible method to deal with those
sophisticated attacks is from the game-theory perspective,
which has been shown to be effective in dealing with the
attacks in smart grids [109], [110]. Note that it is possible to
design a perfect defense system only when the attacker’s
dynamic behavior can be predicted and modeled accurately.
Thus, the security analysis of MASs subject to more
sophisticated attacks deserves further research attention as it is
the first stage to deal with attacks.

B. Consensus With Physical and Cyber Securities

A successful working MAS relies on healthy components
and a secure communication environment. However, most of
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current attention has only focused on the physical safety or
cyber security individually, instead of both simultaneously.
With the development of network and communication
technologies, the boundaries between the physical world and
the cyber world have been blurred. Furthermore, the
adversaries may exploit security vulnerabilities to gain control
over some of the sensors and actuators, MASs may crash
quickly when they are subject to physical and cyber threats at
the same time [111]. Therefore, a collaborative defense
strategy must be established from both the physical and cyber
levels to better protect MASs, which could be a second
potential research direction. However, it is a challenging task,
because we have not fully understood the physical world, let
alone the cyber world. A possible method to deal with
unknown physical and cyber securities is to use the current
advanced artificial intelligence technology by collecting the
large amount of running data; see the recent survey papers
[112], [113].

C. Finite-Time Attack Detection and Secure Consensus

The MASs are safety-critical systems that should be
designed with time-efficient attack detection and defense. In
other words, malicious attack signals should be detected in a
timely manner. However, most of current researchers only
focused on whether malicious attack signals can be detected
or not, with very little attention being paid on how fast
malicious signals can be detected. The survey paper [9] has
presented a few interesting results on finite-time consensus of
MASSs, which may be helpful to provide a new insight for
development of time-efficient defense approaches for MASs
with desirable detection speed and performance. To the best of
our knowledge, such a kind of finite-time malicious signal
detection and secure consensus is still not solved yet, which
could be a good research direction in this area.

D. Real Testbed Design and System-Level Application

In most existing works, only theoretical results are reported
with some simulations. For example, a simulation study was
performed for the protection of power system in [114]. These
results are still far away from real applications. Designing a
real testbed to verify the effectiveness of existing theoretical
results is an urgent task as this is the first step in developing
practical techniques to protect actual systems. Note that some
testbeds have been designed for industrial cyber-physical
systems, see the water distribution testbed [115], power
generation station testbed [116], the teleoperation system [96],
etc. But, the development of the system testbeds is still very
limited and the focus is only paid on detecting the attack
without designing any defense mechanism. It should also be a
challenge when the physical threats and cyber threats are
simultaneously considered in the design of testbeds and
defense strategies, which could be a fourth potential research
direction.
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